AUDION | RU Dark

E:/Release/_audion_docs/Audion DevOps Tools/Docs/tools/ASSOCIATION_DEFENSE_RU.md

3awmTta Accoumaumm

Runbook ans 3awutel ot nepexsata accoumaumi Windows n Edge: BCTpoeHHble NpuioXeHns
Microsoft, 6aoknpoBka nepeycraHoBku Yepe3 ApplLocker, CHUMKM accoumaL i n oTCaexXnBaHne nx

CMeEHbI.

Bce nonsa onepaunin — B cnpaBoyHuke koMaHg, docs\COMMANDS_RU.md ; B okHe 3TO pa3zen
ACCoUMnALNN .

Uto 310 3a Chiom

Pa3zgen okHa | ACCOLUMALIMN | cocTouT 13 ceMun CTpaHuL:

CrpaHuua Ponb
MICROSOFT BcTpoeHHble npunoxeHus Microsoft: yopaTtb, BepHYTb, AepkaTb YAaNEHHbIMM
EDGE Edge nepecrtaér nepetarvBath ccblikv 1 TUMbl Gainos; WebView?2 3awwuilén
MOJINTUKA OduumanbHbin DISM/HKLM policy path: aTanoHHbI | AppAssociations.xml u

DefaultAssociationsConfiguration

OTCJ/IEXUBAHNE MpeaynpexaeHne o cMeHe accoumaunin n uckntoyeHuns Defender ana nanok Audion

CHUMOK MonHas KapTa accoumaLnii TEKyLLEro noab3oBaTens
rPYMMbl Ta >e KkapTa, HO no rpynnam ¢alinos
OTYET Bce npoBepku pa3zgena nogpsg, 6€3 namMeHeHU B cncteme

MOJINTUKA  oTBeuaeT 3a TO, Uto6bI Windows Bo3BpalLana Hy>KHbI Habop npwu Bxoge. OcTanbHble

CTPaHWLbl 3aKPbIBAOT Apyrie npobiemsi:

e BCTPOEHHble NpuaoxeHus Microsoft, koTopble cHoBa 3abuparoT TUnbl Gainnos;

e 3anpewatolme npasuia AppLocker 1 3agaya NOBTOPHOrO NPYMEHEHWS — MPOTMB BO3BpaTa

nocne KpynHbix O6HOBAEHW;



® CHMMKW accoumaLlmii TekyLLero noab3oBaTens: obwmm 1 no rpynnam Gannos;

e ycmupenme Edge, nckntouenns Defender n otcnexnBaHne cMeHbI.

370 He «debloat pagu debloat». Llenb — He gatb Windows BepHyTb NpUIOXeEHNS, KOTOpPble CHOBa

3abupator file associations.

BbicTpbi Putyan

1. Otkpor  ACCOUMALNNA |

2. Ha cTpaHuve  OTYET | 3amycTu CBOAKY MO BCEM CTpaHULLAM — 6€3 U3MEHEHUI B CUCTEME.
3. Ha ctpaHuue | MICROSOFT | HauHW ¢ | lpoBepUTb — YTO CTOUT B CUCTEME .

4. OTMETb HY>KHbIE MPUIOXKEHNA 1 OCTaBb | NPO6HbIN 3anycK .

5. lNocMoTpu NnaH, 3aTeM BbIMOAHW | YaanuTb U gepwaTb yAanéHHbIMM — 3TO YAaNeHUe MNarC

3alyMTa OT BO3BparTa.
6. Ha ctpanuue  NMONUTUKA 3akpenu Habop 3a Windows, Utobbl OH BO3BpaLLLa/iCca Mpu BXOAe.

7. Ha ctpaHnue  CHUMOK K coxpaHwu 3TanoH, Ha  OTCIIEMUBAHUE A BKAKOUM MpeayrnpexaeHus.

MICROSOFT: BctpoeHHblie MNMpunodxkeHus

Katanor 3 31 npunoxeHuns pasnoxeH no rpynnam: meamna n ¢oTo, Urpbl, CBA3b, HOBOCTM 1 NMPOMO,

3aMeTKM M yTUAnThI. Yalle Bcero accoumamm 3abupator:

e Microsoft.Windows.Photos — ®otorpadpuu;
®* Microsoft.ZuneVideo — KuHo n TB;

e Microsoft.ZuneMusic — Meguanneep;

e Clipchamp.Clipchamp — Clipchamp;

e | Microsoft.WindowsCamera — Kamepa (Hy>Ha ckaHepam v QR).
[JevictBus:

e [poBepuTb — 4TO cTouT B cucteme — installed/provisioned no Kaxaomy NPUAO>KEHWIO,
COCTOAHWE 3ajaun yaep>kaHus n npasun ApplLocker, 6e3 nameHeHnNn.

e YOanuTb OTMeYeHHble MPUIOKEHUS — CHUMAET YCTaHOBJ/IEHHbIV NaKeT (419 BCeX NO/b30BaTeNEN)
n provisioned-konuto.

e YoanuTb M AepwaTb yAanéHHbiMM — TO XKe MJHC 3ajaya NiaHMpoBLLMKa, NOBTOPAOLLAA
yaaneHue nocne feature-angentos; Ha Pro/Enterprise 4OoNoNHWUTENBHO CTaBATCA 3anpeLuaroLme

npasuna ApplLocker.



e | BepHyTb npunoxeHus — staged manifest -> RegisterByFamilyName -> Store. Pe3ynbTat 3aBuCHT

oT 0bpaza Windows 1 OCTynHOCTX NakeToB.

MoYMHUTL AN HOBLIX MONb30BaTeNe — TOAbKO NEPENPOBUMKMHUHS, YTOObI NPUIOXKEHNE

noay4yanv HoBble NPOGUAN.

* MepecTaTb gepwaTb yganéHHbiMu — CHMMaeET 3agavy 1 npasuaa Audion; npuaoxeHunsa obpatHo

He CTaBWT, 4/1f 3TOTO eCTb | BepHyTb npunoxeHus .
e lpoBepuTb yaepwaHue cenyac — OAWH NMPOTOH MOBTOPHOrO MPUMEHEHNSA BPYUHY!HO.

e | OTKpHITb NanKy yaepwaHus — >KypPHasbl Y COXPaHEHHbIN CMMCOK B

%ProgramData%\Audion\AppxGuard .

3asava yaepxxaHus pabotaet oT umeHn SYSTEM, nosToMy Hukoraa He 3anyckaeT Gpaisibl U3 nanku
nporpammbl: TyAa MOXeT nucaTb Nt060M Nosb3oBaTeNb.  YoanuTb W AepHaTb YAANEHHbIMU
3akpbiBaeT %ProgramData%\Audion\AppxGuard (Bnagenel, — AAMUHUCTPATOPbI, MEHATb
COoAEeP>XXMMOe MOryT ToAbKO OHWM 1 SYSTEM, nosb3oBatenn — TobKO uMTaTh), KNagEeT B €€ nanky bin

KOMWIO TPEX CKPMMTOB 3aZaun 1 CTaBUT 3agady Ha BcTpoeHHbIn Windows PowerShell 5.1. Mocne

obHoBNEHMSA nporpamMmmbl I'IposepMTb — YTO CTOUT B CUCTeMe | CKa>XeT, UTO KOonmAa oTCtasa, — TOraa

CHOBa | YpanuTb U fepwaTb yAanNEHHbIMM . TO XXe — ecan yaepKaHue BKAKUaAW NpexHen Bepcuen:

eé 3aZlaya 3anyckana CKpUnT U3 nanku Nporpammb.

Mpo6Hbiii 3anyck paboTaeT Ans yaaneHus, yaepxxaHna n nepenpoBuXmMHUHIa. Bo3BpaT npuaoxeHuni

N CHATUE yaep>KaHnAa BCerga BbINMOAHARKOT pe€aJibHbl€ USMEHEHNA.

HenopratuBHoctb PowerShell 5.1

AppX/AppLocker-komaHabl HaMepeHHO 3anyckaroTcs Yepes BcTpoeHHbIn Windows PowerShell 5.1:

C:\Windows\System32\WindowsPowerShell\vl.0\powershell.exe

3710 cuctemMHbln koMnoHeHT Windows, a He portable runtime npoekta. HopmanbHon obuumnansHoOm
portable-cbopkn Windows PowerShell 5.1 gna 3Tux 3agay HET: MOAYNO HY>HbI CUCTEMHbIE

AppX/AppLocker/CIM komnoHeHTbI TekyLert Windows.

PowerShell 7 nporpammsl ( App\AudionPs.exe ) UAET ANA APYrWX 3aja4 NpoeKTa, HO ANS
AppX/AppLocker oH BpeaeH kak gedonTHbin paHTariM: Windows PowerShell-mogyau B PS 7 moryT
paboTtaTb Yepe3 COBMECTMMOCTb 1 BO3BpaLlaTh Deserialized.* o06bekTbl BMECTO XMBbIX
AppxPackage . V13-3a 310ro | Get-AppLockerFileInformation —Packages He MOXeT NoCTPOUTb

publisher rule.



EDGE

Edge Hukoraa He yaansetcs. CTpaHMLa CHUMAET y Hero NpmBbIYKY KASHUYUTBL POsib 6pay3epa no
yMon4aHwuto, paboTtaTb B OHe 1 3abunpatb TUNbl GanioB — vepes AOKYMEHTUPOBaHHbIE MOANTUKN

HKLM. WebView2 ABHO 3alLMLLEH: Ha HEM pUCyeT MHTEPdENC MHOXECTBO MPOrpamMm.

e | CnokoiiHo — 6e3 HaBA3bIBaHW4, first-run, OHOBOro pexkMma 1 NPOMO-CTPaHNL,
e Tuxo — natoc 6okosas naHenb, Shopping, Collections, oT3biBbI 1 MLWHME KaHanbl Edge.

* MMouynHntb WebView2 — cTtaBUT opuumanbHbin Evergreen Runtime.

3Hauku Hag GopmMoL NoKa3bIiBatoT, Kakune Tunbl Edge aep>XUT npsAMo ceryac; 06HOBM CMMCOK Nocae

cMeHbl bpay3epa B Windows.

OTC/IE>XXUBAHUE

CrpaHuua He BbiktouaeT Defender uenvkom. OHa ynpaBaseTt AByMs TOYEUYHbIMMN CNOAMM:

® OTCneXuBaHMe CMeHbI accou,mau,mﬁ: 3ajayda npun Bxoge CpaBHMBaET TEKYLLYHO KapTy C 3TaJIOHOM U

noka3blBaeT toast;

e uckarouveHma Defender ana nanok Audion.

Ecan Hy>xHa npoBepka «noyemMy cHoBa Edge/®PoTorpadunm», HaumHam co cratyca n >XXypHana

OTCNEeXUBaHUA, a HE C MOBTOPHOTIO yAaneHUA.

CHumok

CHMMOK - MOJIHaA KapTa accoumaL i TekyLLero nosib3oBaTens, MPoYnTaHHas NPAMo U3 peecTpa
( HKCU ... FileExts\<.ext>\UserChoice\ProgId u TO Xe camoe AN NPOTOKO/OB B

UrlAssociations ).

TunoBol NopsaAoK:

—

. Hactpown defaults BpyuHyto B Windows.

2. CHUMOK —> CpaBHUTb CHUMOK C TeKyWWM COCTOSIHWUEM .
3./ CoxpaHuUTb TeKywue accounauum .
4

. MpoBepb co3aaHHbIN dain B snapshots .

BoccTaHoBAeHMs 34ech HeT 1 He byaeT: Windows 3almiaeTt IMYHbIA BbI6Op Noab3oBaTens

NPOBEPOYHON CYMMOM, MPUBSA3aHHOM K NOJIb30BATE/HO U MaLUMHE, a NOAAENbIBaTb €€ NPOeKT



oTKa3blBaeTcs. BepHyTb nporpammbl Ha MecTo - pabota ctpaHuubl  MOUTUKA  (DISM XML + HKLM

DefaultAssociationsConfiguration ).

Mpynnbl

Fpynnbl - TOT XXe CHUMOK, HO Mo cemeinctBam dainnos, korga defaults BbicTaBaArOTCSA NOCTENEHHO:

e | photo |
e | audio ;
® video ;
e pdf;

e | documents ;
®* | archives |
e | browser ;

e | custom |

CocraB rpynn coBnagaert ¢ knaccuduvkaumen Gannos B  Audion Disk Tools , utobbl 0ba
WNHCTPYMEHTa NoHMUManun noa "eoto" n "ayano" ogHo n 10 >ke. ObblUHbIV CLeHapWuii: NOCTaBUTb
NPUNOXEHWE, BPYUHYH Ha3HauUUTb HY>XXHble accoumaLmm, 3admKCMpoBaTh rpynmny, 3aTeM NepenTn K
cnepytowemy tmny ¢annos. CobpaTb obwnii CHUMOK M3 rpynn CKJEMBAET rpynnbl B OANH danin ana

cTpaHuubl | CHUMOK .

Tunbl 6e3 accoymnaumm B OTYETE MOMEYAROTCA OTAENBHO M 3TO HOpMa: B rpynne "¢oto” 67 TMNoB, a

pP€aibHO Ha3Ha4yeHO 06bIUHO ABa AecATKa.

Smoke

MuH1ManbHas nposepka:



06wmin oTYET —-> CBOAKA MO BCeM CTpaHuuaMm, 6e3 NU3MeHeHUN

Microsoft: npoBeputb —-> installed/provisioned, 3apaya ypep#aHus,

npaBuna AppLocker

Microsoft: ypanuTb, npo6HbN 3anyck —>

Microsoft: nepecTtaTb pepwaTb ->
Edge: npoBeputb ->
Edge

OTcnexuMBaHUe: NpPoBEPUTb ->
CHUMOK: CpaBHUTb —>
HeT"

Fpynnbl: NMpoBepUTb ->
Fpynnbi: coxpaHuTb photo, nNpo6HbIit ->

nnaH yAaseHusl, CUCTeMa He MeHseTcs
CHUMaeT TONIbKO 3apjadvy u npaBuna Audion

3Ha4yeHua MNoNUTUK, cocToaHue WebView2 un 3apay

COCTOdAHMNE 3ajayn U CTpoKa HOCHEAHE% npoeBepkKkun

Bpeit OTHOCMTENIbHO 3TafloHa MM "CHUMKa ewé

(aiinsl rpynn v gpeit no Kampoi

nnaH 3anucu rpynnbl, 6e3 M3MeHeHui Ha Ancke



